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Background

Abstract. JavaScript is ubiquitous online. It's important then, 
that web applications which use JavaScript are secure 
against common string manipulation exploits such as SQL 
injections and cross-site scripting attacks. JavaScript is 
dynamically typed, and objects can have their methods and 
properties dynamically modified at runtime -- thus, static 
analysis tools are a challenge to implement and security 
analysis tools are consequently limited. We propose the 
abstract interpretation of JavaScript strings into finite state 
automata. We augment TAJS (Type Analyzer for 
JavaScript), an open source dataflow analysis tool for 
JavaScript, in order to precisely approximate strings in real-
world JavaScript code, and warn against common 
vulnerabilities.



The Problem

Javascript is hard to analyze, which often leaves web-applications vulnerable to 
exploits.
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Dataflow Analysis, Abstract Interpretation, Automata

7: ...

What is the value of greeting after the if-else?



Dataflow Analysis, Abstract Interpretation, Automata

Concrete Domain ℘(D) Abstract Domain Ā

Abstraction Function αĀ

Concretization Function γĀ

Galois Connection

ab*a,ab,abb,
abbb,...



Dataflow Analysis, Abstract Interpretation, Automata
● Automata are machines that can interpret regular languages
● They are equivalent to regular expressions
● Also called DFAs (Deterministic Finite Automata) or NFAs (Nondeterministic). 
● We might use these terms interchangeably (even though we really shouldn’t!)

“yes”
“maybe”



Type Analysis
for Javascript

Abstract. We present a static program analysis infrastructure 
that can infer detailed and sound type information for 
JavaScript programs using abstract interpretation. The analysis 
results can be used to detect common programming errors – or 
rather, prove their absence, and for producing type information 
for program comprehension. Preliminary experiments 
conducted on real-life JavaScript code indicate that the 
approach is promising regarding analysis precision on small 
and medium size programs, which constitute the majority of 
JavaScript applications. With potential for further improvement, 
we propose the analysis as a foundation for building tools that 
can aid JavaScript programmers. (Jensen et. al.)



An example



TAJS - Before DFA Implementation



TAJS - After DFA Implementation



Widening

Since DFAs can represent infinite sets of 
strings, the fixpoint computations are not 
guaranteed to converge. To alleviate this 
problem, we use the automata widening 
technique proposed by Bartzis and Bultan [4] to 
compute an over- approximation of the least 
fixpoint. Briefly, we merge those states 
belonging to the same equivalence class 
identified by certain conditions. (Fang, et. al.)



Bartzis and Bultan’s Widening Operator

Given two finite automata A = (K, Σ, δ, e, F) and A’ = (K’,Σ,δ’, e’, F’) we define the 
binary relation ≡

∇
 on K ∪ K’ as follows. Given k ∈ K and k’ ∈ K’, we say that k ≡

∇ 

k’ and k’ ≡
∇

 k if and only if

(1) ∀w ∈ Σ∗. δ∗(k, w) ∈ F ⇔ δ’∗(k’, w) ∈ F’

(2) or k, k’ = sink ∧ ∃w ∈ Σ∗. δ∗(e, w) = k ∧ δ’∗(e’, w) = k’,

where δ∗(k, w) is defined as the state A reaches after consuming w starting from 
state k.

k ≡
∇

 k’ if the languages accepted by A from k and by A’ from k’ are the same…. L(Ak) = L(A’k’)

k ≡
∇

 k’ if for some word w, A ends up in state k and A’ ends up in state k’ after consuming w.



Bartzis and Bultan’s Widening Operator

For k1 ∈ K and k2 ∈ K we say that k1 ≡∇
 k2 if and only if

∃k’ ∈ K’. k1 ≡∇
 k’ ∧ k2 ≡

∇
 k’  ∨     ∃k ∈ K. k1 ≡∇

 k ∧ k2 ≡
∇

 k

Similarly we can define k’1 ≡∇
 k’2 for k’1 ∈ K’ and k’2 ∈ K’.

k1 and k2 are equivalent to the same state in K’ k1 and k2 are equivalent to the same state in K



Bartzis and Bultan’s Widening Operator

Call C the set of equivalence classes of ≡
∇

. We define A∇A’ = (K’’,Σ,δ’’, e’’, F’’) by:

K’’ = C
The set of states of A∇A’ is the set C of equivalence classes of ≡

∇
.

δ’’(ci, σ) = cj s.t. (∀k ∈ ci ∩ K. δ(k, σ) ∈ cj ∨ δ(k, σ) = sink) ∧(∀k’ ∈ ci ∩ K’. δ(k’, 
σ) ∈         cj ∨ δ(k’, σ) = sink)
Transitions are defined from the transitions of A and A’.

e’’ = c s.t. e ∈ c ∧ e’’ ∈ c
The initial state is the class containing the initial states e and e’.

F’’ = {c1, c2, ..., cn} s.t. ∀ci, ∃k ∈ F ∪ F’. k ∈ ci
The set of final states is the set of classes that contain some of the final states in F 
and F’.



Widening Example

L(M) = {∊, ab} L(M’) = {∊, ab, abab}

C = {k’’0, k’’1}

k’’0  = {k0, k’0, k2, k’2, k’4}

k’’1 = {k1, k’1, k’3}

L(M∇M’) = (ab)*



Timeline

Week 6: Continue implementations and changes

Week 7: Testing & debugging

Week 8: Start writing 

Week 9: Continue writing

Week 10: Prepare for final poster presentation
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